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4 Dependability management 4.1 Understanding dependability Dependability is the ability of an item to perform as and when required. Dependability is thus the ability to fulfil the requirements and expectations of an item consistently over time. Dependability creates value in that the item retains its performance characteristics, operates as desired, and satisfies customer needs and expectations. Management of dependability is a key element of an organization’s wider management systems in particular those for assets, finance and quality. Dependability management encompasses the planning and application of organizational arrangements, processes and associated methods and techniques to achieve the organization’s performance and product objectives. Dependability is improved by systematically reducing the frequency of outages, product failures, service downtimes, and other undesired events and minimizing their effects. This is achieved by actions such as improving design, eliminating root causes of failure, simplifying complex processes, mitigating anomalies, promoting fault tolerance in design and fitness for use, advocating fault avoidance and error prevention, managing maintenance activities and making commitments to build trust and integrity to ensure user confidence throughout the life cycle. Early consideration of dependability in the life cycle is crucial since rectifying a design that causes poor dependability will often be more difficult, time consuming and costly at a later time. Figure 1 illustrates the relationship of dependability to the needs of stakeholders and the requirements of an item. Depending on context, stakeholders can include users, owners, customers, government agencies, businesses and organizations responsible for ensuring dependability requirements are met.

4.3 Challenges of managing dependability Dependability needs to be addressed during the entire life cycle of an item. Early consideration and implementation of relevant dependability activities will better ensure that dependability requirements are achieved. There can be complications when multiple organizations are involved, mid-life upgrading occurs, or the item’s dependability is influenced by interconnected and external systems. Items are often integrated to operate with legacy items that are in different stages of the life cycle, with older generation technologies and methods of design. Dependability management needs to ensure interoperability and dependability of the integrated items through interface specifications to ensure dependable performance. Systems are becoming more complex and can exhibit the characteristics of “open systems”, “systems of systems” or “unbounded or weakly bounded systems”. The systems can be managed by different parties that have different objectives and can be at different stages of the life cycle. This, together with the scale and complexity of the system makes it difficult for any stakeholder to comprehend the system as a whole and changes are thus less predictable and controllable. For that reason, it is crucial for stakeholders to understand and agree on the boundaries of their responsibilities and to assign accountability for implementation. Planning for dependability needs to take into account the potential for major failures and changes outside respective boundaries as well as inside.
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